HAMZA EL HADDAD SABRI

Cybersecurity Engineering Student — Penetration Testing | Network Defense | Threat
Intelligence

Manresa, Barcelona, Spain | +34 632 290 480 | hamzaelhaddadsabri@gmail.com
linkedin.com/in/hamzaelhaddadsabri | github.com/H4zz0 | h4zz0.github.io

PROFESSIONAL SUMMARY

Cybersecurity Engineering student at ENTI - University of Barcelona with hands-on experience across
the full offensive and defensive security lifecycle: reconnaissance and OSINT, vulnerability assessment
and CVE exploitation, intrusion detection and prevention with Suricata IDS/IPS, SIEM event correlation,
malware analysis, digital forensics fundamentals and cloud security on AWS and Azure. Builder of
open-source security tools, including a unified penetration testing platform (ShadowScan) and a MITRE
ATT&CK lateral movement simulator (RedTrace). Active TryHackMe practitioner, currently preparing
the eJPT certification. Advanced English (C1).

TECHNICAL SKILLS

Penetration Testing: Reconnaissance, OSINT, Nmap, Nessus, OpenVAS, Metasploit, Burp Suite,
CVE research and exploitation, privilege escalation, lateral movement

Defensive Security: Suricata IDS/IPS (rule writing and tuning), Snort, SIEM, log analysis, event
correlation, incident response, system hardening

Network Security: Firewalls (stateful and application-layer), DMZ architectures, VLAN segmentation,
ACLs, VPN (IPsec, IKE), ZTNA, SASE, SD-WAN, DoS/DDoS mitigation, ARP spoofing detection,
wireless security (WPA2/WPA3)

Traffic Analysis: Wireshark, tcpdump, Scapy, hping3, PCAP analysis

Malware Analysis: Static and dynamic analysis, sandboxing, malware typology, obfuscation
techniques

Cryptography: AES, RSA, PKI, digital signatures, hash functions, key management, GPU-accelerated
password cracking

Cloud Security: AWS, Azure, IAM policies, security groups, cloud hardening, S3 security

GRC and Compliance: ISO 27001, ENS, GDPR, NIST, risk analysis and management, threat
modeling, security auditing

Threat Intelligence: Cyber threat intelligence (CTI), threat hunting, MITRE ATT&CK framework

Secure Development: Secure SDLC, secure web development, SQL injection prevention, database
security

Programming: Python, C/C++, Bash, Go, Java, SQL, JavaScript
Operating Systems: Kali Linux, Debian, Arch Linux, Windows, Bash and Python automation

SECURITY PROJECTS

ShadowScan — Unified Penetration Testing Platform | Python | github.com/H4zz0/ShadowScan
+ Built a GUI-based penetration testing platform consolidating port scanning, service fingerprinting
and vulnerability discovery into a single professional application.
+ Generates structured, exportable reports, enabling repeatable and efficient network security audits.

RedTrace — Lateral Movement Attack Simulator | Python, MITRE ATT&CK |
github.com/H4zz0/RedTrace
* Models enterprise networks as weighted graphs to compute optimal attack paths between hosts,
supporting red team exercises and internal security posture evaluation.
» Replicates real-world MITRE ATT&CK TTPs: privilege escalation, network segmentation bypass
and multi-hop pivoting.

Password Cracking Engine — GPU-Accelerated Cryptanalysis | C, CUDA |
github.com/H4zz0/Parallel-Programming-C
» Developed a GPU-accelerated brute-force password cracking engine demonstrating applied
cryptanalysis and password policy risk assessment.



RainbowWarriors — Secure Password Manager | Python, AES | github.com/H4zz0/RainbowWarriors
» Implemented AES encryption with secure key derivation, master key protection, integrity validation
and secure in-memory credential handling (defense in depth).

Cybersecurity Labs — Applied Security Portfolio | Python, C, SQL | github.com/H4zz0/Cybersecurity-
Year-Recap-2024-2025
* Hands-on laboratory work covering malware analysis, secure network design, database security
and system administration.

PROFESSIONAL EXPERIENCE

Computer Science Instructor — Pensactius, Manresa (Spain) Sep 2021 - Sep 2022
* Delivered theoretical and practical training in computer fundamentals, LAN configuration and
security best practices to student groups.
* Provided Level 1 technical support and managed classroom IT infrastructure: user account
administration, network setup and system maintenance.

» Developed custom instructional materials and resolved hardware and software incidents under
time pressure.

EDUCATION

BSc in Cybersecurity Engineering — ENTI, University of Barcelona Sep 2024 - Present

Relevant coursework: ethical hacking, malware analysis, cryptography, network security (firewalls,
IDS/IPS, VPN), digital forensics, threat intelligence, risk analysis and management, governance and
compliance, cloud security, secure programming (SDLC), Al applied to cybersecurity.

BSc in Telematics Engineering (first year) — Pompeu Fabra University, Barcelona  Sep 2023 - Jul
2024

Foundation in TCP/IP, OSI model, signal theory and network architecture design.

CERTIFICATIONS AND TRAINING

» eJPT (Junior Penetration Tester), INE Security - in preparation, expected 2026.
» TryHackMe - continuous hands-on practice: security labs, challenges and CTFs.
» Python for Data Science, Udemy (2022).

LANGUAGES

Spanish (native) | Catalan (native) | Arabic (native) | English (C1 Advanced)



